Abstract. This paper analyzes power relationships and the resulting failure in complying with information security rules. We argue that inability to understand the intricate power relationships in the design and implementation of information security rules leads to a lack of compliance with the intended policy. We conduct the argument through an empirical, qualitative case study set in a Swedish Social Services organization. Our findings suggest a relationship between dimensions of power and information security rules and the impact there might be on compliance behavior. This also helps to improve configuration of security rules through proactive information security management.
Introduction
Lack of compliance with security policies occurs because of a number of reasons. Foremost amongst them are the inability of the policy to reflect current practices [1] and stakeholder resistance to security rules [2] . The organizational studies literature has intricately linked the concept of resistance to organizational power [3, 4] . Following on from the arguments presented in the dominant literature, we make a call to better understand organizational power in the context of information security policy compliance. Information security policy consists of a number of rules for protecting information in an organization. Whenever security rules are implemented or modified, there is a resultant organizational change -business processes get re-engineered, reporting structures get modified, technical controls get redesigned. However as Hardy [5] suggests, organizational power provides the energy to realize change. Thus, we argue that by developing a good understanding of organizational power dimensions it would be possible to ensure better security rule compliance. Correspondingly we also argue that a better appreciation for organizational power will ensure correct configuration of security rules. The objective of the paper is to apply Hardy's dimensions of power to understand compliant and non-compliant behavior. Our findings also suggest how managers can use such an understanding to improve compliance with security rules. Three classes of definitions ensue from our argument -organizational power, information security and compliance. In this paper we refer to organizational power as "the probability within a social relationship of being able to secure one's own ends even against opposition" [6] . We refer to information security as the protection of all information handling activities, may these be technical or non technical [7] . And compliance refers to a "relationship in which an actor behaves in accordance with a directive supported by another actor's power, and to the orientation of the subordinated actor to the power applied" [8 pg3 ].
Security Rule Compliance and Organizational Power
In a seminal paper Ranson et al [9] while discussing specialization of tasks in organizations, have argued that over time the path of internal differentiation leads to a "process of perpetual fission that fragments the collective enterprise of adequate understanding". This means that over time, in any enterprise, as complexity sets in, organization power is bound to get manifested. Hence compliance with a certain "paradigm or problematics" [cf. 9] is an attempt to articulate the latent relationships amongst stakeholders.
In the context of our research, and in using Ranson et al [9] terminology, a security rule is a form of organizational structure, which has its own "devotees". With time security rules get transformed (i.e structures evolve) as do the "devotees". The constant interplay between the evolving structures and those who believe in them results in power, which as Hardy [5] notes, helps in "bringing about strategic action". In the literature this interplay has been termed as structures being "constituted and constitutive" [see 9, 10] .
Therefore in this section we explore the relationship between organizational power and security rule compliance. It is important to address this issue since dominant literature illustrates a rather consistent pattern of lack of compliance with security rules [11] [12] [13] [14] . The notion of lack of compliance as a consequence of organizational power manifestations has been well documented in the literature. Lapke and Dhillon [2] identified resistance to security policies as one of the major reasons for failure. Lapke and Dhillon [15] also consider the importance of understanding organizational power in formulation and implementation of security policies. While aspects of compliance have been touched upon in the work of Lapke and Dhillon [2, 15] , they do not explicitly focus on organizational power and it's utility (or limitation) in security rule compliance.
Another stream of security rule compliance research has focused on sanctions. The emphasis of this stream has been on studying the relationship of penalties and pressures that one party might apply on the other. Organizational power that comes into play in the context of penalties and sanctions is generally coercive in nature [16] . Coercive power and rewards have been extensively researched in the management literature. In the context of information security as well, a number of researchers have argued that coercion, sanctions and rewards have a significant impact on compliance or non compliance [17, 18] . This orientation has lead to using deterrence theory to suggest that individual expectations about external contingencies (e.g., rewards, punishments, etc.) are a driving force that directs their compliant behaviors [19, 20] . The emphasis within such behavioral research [17] is on the modification of one kind of attributes (value congruence, legitimacy, etc) or another, to ensure compliance [see 21, 22, 23] .
Some behavioral studies emphasize the importance of value correspondence and cultivation of a security culture. According to these studies compliance can be improved if employees internalize information security values in their daily work practices [24] . In this way "proper" security behavior will become a natural part of an employees' daily work activities [23, 25] . A similar approach is also suggested in 'awareness studies' [26] . These studies suggest that increased security awareness of employees and educational programs leads to better compliance with information security rules [27, 28] .
There is no doubt that compliance with security rules can be achieved by any or all of the above identified approaches and clearly there may be more. However a limited number of current studies in the area emphasize the relationship between compliance behaviors and the sociological constructs such as power, which can be utilized to enforce these behaviors. Our study addresses this gap showing the value of applying the dimensions of power to understand compliant and non-compliant behaviors. This is because it allows for clarity on the nature and scope of exiting domination and how it plays out in the context of a strategic change, particularly when a new security rule gets instituted. . From Hardy's [5] perspective, power is defined in neutral terms as a force that affects outcomes and allows beneficial results for all involved actors. She suggests a four dimensional framework that helps in understanding the consequences of organizational power from multiple perspectives. While other conceptions of power, particularly Clegg's [30] Circuits of Power have been widely used in information systems and security research, their discussion and comparison with Hardy's conceptualization goes beyond the scope of the current paper.
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Theory and Methodology
In this section we present theory and methodology used in the conduct of our research.
Dimensions of Power
According to Hardy's [5] conceptualization of organizational power, it operates along four dimensions: resources, process, meanings and systems. While such an understanding of power has not been used in the information security literature, Dhillon [29] has articulated the dimensions to address IT implementation issues. The dimensions are discussed below. Resource based power. Hardy contends that resource based power relates to the control that a given individual, group or a role might have on a range of resources available in an organization. Such accumulation of power results in a "carrot" and "stick" situation, which translates to an ability to offer rewards, punish or impose sanctions. Proponents of resource-based power argue that leveraging such power can result in behavioral modification. Critics however argue that repeated use of resourcebased power can be counter-productive.
Process based power. Business processes embody the values and norms of organizations. The power of processes challenges the notion that the decision process is open to participation by all interested parties in an organization. In fact, decision processes may be carefully designed to prevent those without power from gaining power by participating, thus protecting the status quo. Process based power can be changed by creating awareness and by opening up processes to new participants, issues and agendas. Such awareness helps sustain new behavior as long as it remains within existing values and norms.
Meaning based power. Power residing in meanings focuses on preventing conflict (i.e. resistance). Conversely, a lack of appreciation of meaning of action, causes resistance. Proper "indoctrination" of less powerful members in organizational customs and hierarchies leads to unquestioning acceptance of their role in the organization, thus preserving the status quo. Through the symbolic use of icons, rituals and language, change is given a new meaning, making it appear legitimate, desirable, rational or inevitable. Changes in some underlying values and norms may be possible. However changes in behavior are usually difficult.
System based power. Townley [31] succinctly describes system based power as "constituted through correlative elements of power and knowledge" p. 522. Power of a system is intertwined throughout all aspects of an enterprise. It cannot be mobilized without the other three dimensions: resources, processes and meanings. System based power is often taken for granted since it lies in the unconscious acceptance of "way things get done" in an organization. System based power is the backdrop against which decisions get taken.
In this paper we show the value of applying the dimensions of power to understand compliance and non-compliance and also to show how managers can mobilize those power dimensions to improve compliance with a security policy. Our contribution in relation to the earlier studies is thus the normative knowledge about how compliance can be improved by mobilizing suitable power dimensions. In the study we apply Hardy's [5] multidimensional framework of power. The framework was successfully used in earlier studies [29] related to IS implementations. We chose this framework for this study because of its value in realizing strategic changes in organizations. We argue that enforcement of security policy in an organization results in radical change i.e. enforcement of security policy is often met with resistance because it necessitates changes in business logic and existing business practices. Such situations are usually a consequence of a combination of resources certain stakeholders may have access to or a lack of clarity in the formal organizational procedures. As a result, meaning of stakeholder actions often remains ambiguous.
Research Methodology
The study was conducted via a qualitative case study [32, 33] at one of the Swedish Municipality Social Service Divisions responsible for helping vulnerable children and their families. The case study was divided in two parts. The aim of the first part is to create an understanding about the organization and to identify relevant actor groups for studying power relationships. The second part focuses on finding power dimensions that were utilized to influence employee action, their awareness and values related to information security rules. Data was collected in two phases. In phase one, interviews were conducted and project documents reviewed. Sixteen group interviews with eight different stakeholder groups (including management, system owners, IT-technicians and five user groups) were conducted. Each group included 5-6 people. The interviews focused on identifying and evaluating information flows as handled by the integrated computer based systems within the organization. In our initial analysis, two stakeholder groups emerged as central to use of power in security policy compliance. These were (a) managers who enforced the new security rules and processes through the information system and (b) care providers who did not comply with these rules.
In phase two, document analysis and in-depth interviews were conducted with two actor groups: managers and care providers. The emphasis was on finding different means of power that managers utilized to enforce new security processes and rules. Interviews with social services care providers were also conducted. These helped in interpreting what the respondents felt regarding their actions, awareness, values and perceptions with respect of security rules and processes. The respondents were chosen from all treatment centers. The number of respondents was not pre-determined. Once a saturation level was achieved, further interviews were not conducted. An interview guide helped in conducting the interviews, which mapped onto areas corresponding to information security rules within social services. This helped us in being comprehensive in our data collection efforts. Suitable probes were used and the data was correlated with informant insights. Each interview lasted approximately 1-2 hours. All interviews were tape recorded and transcribed. The data was also related to Hardy's [5] theory on dimensions of power. Particular attention was placed on identifying different means by which power was utilized. These were then classified as per the dimensions. The impact of power on actions, awareness and values was also interpreted.
Analyzing Power Dimensions and Information Security Compliance
In this section we analyze the case from a power perspective to understand how different dimensions of power were mobilized to drive the change of work practices in social services and how the changes resulted in compliant and non-compliant behaviors.
Case Background
In the information security policy at our case study organization, security was defined as: protection of information and information systems to achieve organizational requirements for availability, integrity, confidentiality and traceability. To meet the requirements for information security the municipality board decided that all actor groups working in the municipality's social services were obligated to use an implemented IS for communication and exchange of information. According to the system owners, the information security rules and legal requirement were implemented in the system. Though all actor groups were obligated to comply with the decision taken by the municipality board, it was noticed that one actor group, the care providers at treatment centers, did not comply with the new rules. This lack of compliance caused information security problems related to confidentiality, availability, integrity and traceability. As a result managers were concerned about confidentiality of information and privacy of the clients. Other actor groups also could not access the up-to-date information and consequently their job performance suffered. Because of the problems the organization was also exposed to significant legal consequences, which could potentially have an impact on the viability of the enterprise.
Power of Resources
To improve information security, the municipality board decided that all actor groups within social services were obligated to use a computer-based information system for communication and exchange of information. The information system was implemented in all divisions of the social services. A special module supporting care provider work processes was included in the system. Significant time was allocated for training users. Resources were also allocated to IT-support teams. This ensured support of new users with respect to the system. Furthermore consultants who would be responsible for training of the users were hired. After implementation of the computer-based information system, all documentation of social work at the treatment centers was supposed to be done in the system. However the care providers were confused about the processes, goals and requirements related to the new way of documenting. Before implementation of the system, paper-based documentation was mainly used as a means for communication between care providers working at a treatment centre. It was therefore clear as to what and why with respect to documentation. However following the implementation it was unclear as to what should be documented and to what extent. It was also unclear what the main goal with the documented information was. The system had also some serious deficiencies. For instance templates for some important documents were missing in the system and also the system did not support all work processes at treatment centers forcing users to use other resources such as word (for templates) and USB sticks for exchanging information.
In summary, resource based power utilized by managers partially influenced care providers behaviors related to documentation of social work. Care providers did begin documenting information using the implemented system. And they did find the system easy to use and were very satisfied with the technical support they got. However because of confusion regarding the new processes and the deficiencies in it the users developed their own routines relating to handling of information. Moreover there were no information security rules that regulated these routines. Consequently confidential information was exchanged with help of insecure portable devices and saved as Word files at local unprotected hard drivers. Same information could be documented at different places (manually and digitally) at the same time with risk for loss of integrity. The information was also registered in the system too seldom and consequently not available for the other actor groups when they needed it.
Power of Processes
Using the information system to communicate and exchange of information meant changes in care provider work processes and responsibilities. Care providers were used to very detailed, papers-based notes to exchange information within a team and at treatment centers. All care providers were responsible for preparing these notes so that no information would be missing. They also had frequent contact with other actor groups. During these contacts it was possible to explain and clear up eventual misunderstandings, as well as to communicate the interpretive dimension of the work. According to care providers this dimension was very important in their work. At meetings with other stakeholders, care providers were responsible for presenting a rich picture of the situation, while care officers were responsible for choosing the relevant information and registering it in the system. In case of exceptional circumstances the responsible care officer was informed immediately by phone or email and then the situation was discussed. After the system was implemented the care providers were responsible for choosing the relevant information for other actor groups and for registration of that information in the information system. Awareness about the new processes for documentation was created by training and educational courses. The courses focused on functionality in the system and also explained that the registered information should be short and focus on facts. Although the new awareness was created during the courses, care providers still used the old way for communicating and exchanging educational information. The reason for that was conflict between the new processes and care provider work values. Documentation in the system was experienced as limiting because it required formal reporting (only facts), while their work was based on interpretation and observations. For the care providers, integrity and availability of information meant that information was detailed and included both facts and interpretations. These values were impossible to achieve according to the new rules because it was difficult to communicate the emotional and interpretive dimension through the system. In summary, the process-based power utilized by management did create awareness about new processes, however the awareness did not satisfactorily influence care providers behavior because it clashed with their own work values.
Power of Meaning
Power of meaning was not utilized by management in this case. The implemented information system was supposed to improve information security in the organization by enforcement of embedded information security rules. It was assumed that employees in social services were both aware of and aligned with existing information security rules. There was also a strong security culture amongst care providers at the studied treatment centers. In particular confidentiality and privacy were emphasized as two core values. Care providers pointed out that security awareness was very important in their work. Even prior to the computerized systems, sensitive client information was handled very carefully -paper-based notes were locked in special rooms; the old paper-based notes were destroyed, etc. In spite of high information security awareness, care providers did not usually comply with the security rules, since the rules clashed with their own values related to integrity and availability of information.
Power of System
Power in the system is considered as the status quo and exists in "taken for granted" values, traditions, cultures and structures [5] . This dimension of power is often beyond the reach of organizational members. Hence to make a change, managers must utilize the other three dimensions of power: resources, processes and meanings. In our case study organization, managers wanted to improve information security through the implementation of a computer-based information system. The managers relied mostly on power of resources in trying to change employee behavior. By creating a suitable environment and allocating resources for implementing the system and for training of the employees, managers did succeed to partially change employee behavior. However the ambiguity regarding the new processes and responsibilities created confusion amongst employees. Because of the unclear requirements for the new behavior, it was also impossible to fully deploy the power of resources to direct the behavior to support the new processes. While the power of resources did create some awareness about new processes and responsibilities, the training rendered was insufficient to change underlying values concerning communication and exchange of information. Thus the management failed to use power of meanings to change employee underlying values and norms so as to give the processes a new meaning. This resulted in the information security goals remaining under achieved.
Discussion
Four implications seem to emerge. These are based on our case study data. Space limitations however forbid us from going into sufficient details. 1. It is important to consider that an information security rule might involve strategic changes. As described in the case study section, the social services organization implemented most of the security rules as part of the computer based information systems. While some of the rules already existed in the organization, many new ones were also created. From a system administration perspective, implementing security rules simply amounted to careful design of rules into the computer-based systems and then implementing them in the organization. The ongoing argument in the organization was that if the integrated system were used for communication and exchange of information, it would ensure compliance with the security rules. As one of the administrators succinctly put it:
Compliance with security rules is really a function of ensuring the all [emphasis added] organizational communications and information handling took place through the technical system. This meant that the organization never saw the need to focus on establishing responsibility structures or establishing process descriptions, particularly when new rules were instituted. In the information security literature such perspectives have been termed as 'technically skewed' for a largely socio-technical problem [34] . In our case study organization, the implementation of the system largely occurred because of the power that resided with the administrators. Hence a combination of resource based and process based power was exerted. While the power ensured the implementation, the system forced differing interpretations of rules across the social services. One of the case-workers noted:
It is practically impossible to use the system since it does not reflect the way we work. The checks and balances that have been built into the system are not necessarily the way in which any of the case-workers operate.
In dealing with such situations, Hardy [5] suggests that by managing meanings, resources and process, it is possible to "redefine the strategic initiative and the changes on which it hinges, as legitimate" (Pg. S10). This helps in creating awareness about the new structures and processes and hence making it possible to control behavior through the deployment of specific resources.
2. New security rules come embedded with structural changes, which require mobilization of power residing in the systems to ensure success. Implementation of a security rule constitutes significant structural changes. Since such changes are typically institutionalized in the organization, it requires a careful consideration of values, traditions and sub cultures. Failure to do so, results in systematic bypassing of the rules or circumventing controls. It occurs largely because of the "we don't do things in such a way here" attitude. In our case study organization, a social worker noted:
We have been given the new system to undertake work in an efficient manner. I must say that it is not working. For, the new access rules mean that we have to wait for approvals through the chain of command. Unfortunately when one is with a client, they have to take decisions instantaneously. In such instances, we simply do not use the system. ....now I know that this can have possible security and compliance ramifications, but at the same time I have a job to do and services to render.
A typical approach of the management is to come in with a heavy hand, thus using either the power by virtue of the resources or their control of the processes. This however can be counterproductive. Hardy [5] suggests that instituting changes of this kind is a laborious task where work needs to be done in establishing proper buy-in. This ensures that there is a gradual shift in the prevalent ways of working.
3. New security rules have the potential to introduce value conflicts. Mobilizing power of meaning is important to avoid such conflicts. Whenever new security rules are implemented, they challenge the conventional interactions amongst organizational stakeholders. This usually has the potential for causing value conflicts. Value conflicts result in misinterpretation of meanings. From a dimension of power perspective, the power that resides in the meanings needs mobilization such that there is correct interpretation of the rules. In the literature, such misinterpretations have been linked to information security problems [see 35]. In our case study as well, the IT staff felt that there seemed to be a lack of common understanding as to how the work needs to be carried out. One IT staffer noted:
I don't understand this. There are usually no complaints about the system. Everything works. However many people do not seem to use it. The new social workers who use the system seem to come up with interpretations are that are either different or in disagreement with the experience of the older social workers.
Various researchers stress that conflict and resistance is a natural consequence of applying power of resources and processes for realization of strategic change. Consequently managers who want to avoid employee resistance have to engage a power of meanings to legitimize their decisions. Lukes [36] has argued that power of meanings is often used to shape perceptions and cognition so that individuals do not question the status quo. The literature also terms this kind of power as "management of meaning" [37] where an individual may legitimize and de-legitimize so as to accept the viewpoint. Various symbols are typically used in this process -redundancy compensation, consultation, good will etc.
4. Power residing in resources, processes, meanings and systems needs to be mobilized to ensure awareness of values to achieve compliance with information security rules. In the studied case, the management failed to create an understanding of the new security processes and the new security rules. Moreover they did not succeed in changing underlying employee values that would affect change in employee behaviors. Consequently the new rules were not fully accepted and employees did not comply with these rules causing problems related to confidentiality, integrity and availability of information. In response to this problem, the organization got involved with a major awareness campaign, focusing on consequences of non-compliance. However the employees did not receive the awareness campaigns. This resulted in significant resistance among the user cadre. One user noted:
They were bombarding us with all this awareness literature. They were also threatening us about the consequences of non-compliance. Nobody however focused on the reasons why people were not complying to the security rules.
The above observation by one user is a reflection of the state of affairs. In the literature, researchers have argued for awareness about the values rather than awareness about consequences of non-compliance [38] . Hardy [5] suggests that managers can redefine the strategic initiative by mobilizing power in a coordinated manner so as "to influence actions, awareness and values, and avoid both inertia and confusion" (Pg. S11)
Conclusion
In this paper we have evaluated power relationships in a social services organization and analyzed their impact on information security rule compliance. While majority of information security research has focused on overcoming resistance through sanctions, we take the position that a better understanding of power relationships helps overcoming resistance to information security rules and hence improve compliant behavior. In our case study organization the management had failed to realize their plan to improve information security and had fallen short of improving the structures, processes and values. Problems occurred because of two issues. First, the power residing in the organizational structures was not adequately understood. Second, power was only understood in terms of resources. This meant that majority of power exercise resulted in curbing access to resources. While resource based power may work in many cases, it has to be articulated in light of other kinds of power as well. In summary, the paper offers four key findings: 1) It is important to consider that an information security rule might involve strategic changes; 2) Strategic change requires mobilization of power of resources, processes and meanings and understanding of power embedded in the existing system; 3) Mobilizing power of meaning is important to avoid value conflicts; 4) All dimensions of power need to be mobilized to change actions, awareness and values. This will help in achieving compliance with information security rules.
